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Introduction

There are many single sign-on solutions in the Market that protect a URL or web resource by
redirecting the initial request for a protected resource to a login page prompting the user to enter
their (single sign-on) credentials. Once a user is authenticated the user is again redirected, this time
back to the originally requested resource, and this time the Single Sign-on solution will have also
appended an HTTP header containing the user id of the logged in user. The name of the header will
vary from system to system (e.g. the header name is “sm_user” for SiteMinder) and the content will
be the user id.

If the Accesspoint does not find the user id in the header, the “Login address” will have Accesspoint
redirect to the given URL (note in most commercial single sign-on solutions like this the redirect is
handled outside of Accesspoint by the SSO piece so in many cases this will simply be a precaution
that should never really get called)

This document describes how to configure Qlikview with IIS to use the existing SSO infrastructure.

Example
Attached to this document is also a small example to mimic a SSO infrastructure.
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The logon site will handle the logon. The actual site will not check the password, but allow whatever
username you type in there. In a real world scenario, password checks etc. will have to be
implemented.

The logon site will add a cookie to the user called QvCookie, containing the username in clear text. In
a real world scenario this should be done using some kind of advanced ticket handling instead.

The user will be redirected to the Accesspoint. The ISAPI filter will now check for this cookie and if it
is found, it will transfer the value to the header, named QVUSER.
The Accesspoint will trust this header and request files from the Qlikview server for this user.



To allow us to use non windows-user with Qlikview the Qlikview Server has run in DMS mode.
Additionally as we have to configure the Accesspoint to look for the HTTP-Header field. As we want
to deploy an ISAPI-Filter for the SSO Example, we then need to configure IIS.

Configuration QV Server

QVS DMS Mode

Use the QlikView Enterprise Management Console to configure DMS mode. Go to

“System | Setup | QlikView Servers| Security | DMS Authorization”. Click “Apply” and restart the
Qlikview server.
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To give users access to documents, go to “Document|User Documents”. Select a document and go to
“Recipients”. Add the usernames (of your SSO system) which should have access to the document.



Source Bocument

=] q QUSEw2k3server
E [ mobile

@ arron
audi
i BOCKmarkaax
conditionat
i customobject
Data Visualization
&l cms
dmsSectionAccess
[ cmetest
Films
|l Finance Controling
IR_v0.1
@ finechart
meop_ 070202
Online Sales
playlist_5
@ playist_5_test
Presentation_small

U. S, Presidents
3 o o .

QlikView

Server Settings Authorization Document Information

Recipients
Hame

Collaboration Objects

Access

|usemame

Always

|rva

Always

Isumeuser

Always

[T [ S tecalntranet

[# o0 -

In the screenshot above we give the users ,username”, ,,rva“ and ,,someuser” access to the

document ,dms”“.



Configure Accesspoint

In the Enterprise Management Console go to ,,Qlikview Web Servers” and select the web server. Go
to “Accesspoint” and add to the field “User Name Header” the value “QVUSER”. This makes the
Accesspoint to check for the HTTP-Header field.

You can utilize the field “Login address” to make a redirect to the specified page if no HTTP-Header
field was found. This should be the URL of your login-page. For testing purposes set it to
http://www.google.com.

Ensure that the Authentication is set to “Always”.
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Double check the settings in the config file C:\Documents and Settings\All Users\Application
Data\QlikTech\QvWebServer\config.xml. If you don’t want to use the default prefix “CUSTOM/” for
all of your users remove it from the key <UserPrefix> .
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Stop QlikView WebServer
As we want to utilize IIS in our scenario, stop the service “QlikView Web Server”. You may want to set

the “Startup Type” of the service to “Manual”.
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Configuration IIS

Create Virtual Directories

To configure IIS we have to add the virtual directories previously hosted by the QlikView WebServer.
See your exact directory paths in C:\Documents and Settings\All Users\Application
Data\QlikTech\QvWebServer\config.xml.

The default installation is:
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Directory
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QLIKVIEW C:\Program Files\QlikView\Web The Accesspoint
Functionality Java
QVIJAVA C:\Program Files\QlikView\Server\QvClients\QvJava Client
C:\Documents and Settings\All Users\Application Print folder for
QVPRINT Data\QlikTech\Qvs\QvPrint\ AJAX, JAVA

The following screenshots show an example how to configure QVAJAXZFC in IIS. Repeat it for all
virtual directories.
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Configure QlikView Server to use IIS

To make Qlikview aware of using IIS open the “Enterprise Management Console”. Go to
“System | Setup | QlikView Web Servers”. Remove the old entry, and add a new URL
http://localhost/QVAJAXZFC/AccessPointSettings.aspx. Press “Apply”.
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Create user for Application Pool

In DMS Mode a ticketing process is in place to allow users to access an application. This ticket is
passed over by the QlikView Server when requested by a “QlikView administrator”. Therefore we
need a user that is allowed to request such a ticket.

Create a new user “Accesspoint” that is member of the group “QlikView Administrators” and is

allowed to run an IIS application pool (typically the user needs to be a member of the group
“lIS_WFG” for that).
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Setup Application Pool

Go back to IIS and create a new application pool ,AccesspointSSO“. Go to “Properties|ldentity” and

assign the newly created user to run the application pool.
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To allow IIS to retrieve the ticket, you now have to assign the application pool to the virtual directory
»QVAjaxZfc“. Select the virtual directory, go to “Properties|Application Pool” and select
“AccesspointSSO” from the dropdown.
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User Fiddler to test configuration
Optionally you can use Fiddler (http://www.fiddler2.com/fiddler2/ ) to test your configuration right
now. Use the “Request Builder” and enter the URL http://localhost./qglikview/index.htm.
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W4 HTTR localhast,  jolikvienAccessPoint,
00 HITR localhost,  jQuAJAREFc AccessPc
304 HTTR lacalhost.  jlikview iMissing. jpg
304 HITP lacalhost, jalkvisvdonn,png
40 HTTR w2k3server 4730 fabds s
200 HTTR wak3serveri4730  fotds.asmx
01 HTTP wZk3serveri4710  fotee.asmx
00 HITR wokiserver 4710 fgtcc.asnic -
401 HTTR wikdserver: 4710, fotcc.asi K1} =l
2000 HTTR wzk3server 4710 jgtoc.asmi Request Body
401 HTTP wzkaserver 4730 fobds.asmx il
00 HITR wokiserver 4730 jobds.asmx b
401 HTTR wk3server 4730 fabds s
200 HTTP wekaserveri4730  fatds,asmy
01 HTTP w2k3server 4730 fobds.asmx
00 HITR wokiserver 4730 jobds.asmx
401 HTTR wklserveri4730  fatde,asmi
200 HTTP w2k3server 4730 fobds.asmx
401 HTTP wzkaserver 4730 fobds.asmx
00 HITR wokiserver 4730 jobds.asmx
401 HTTR wk3server 4730 fabds s
[yss 200 HTTP w2k3server4730  fobds.asmx

Go to tab “Filters”. Check the checkbox “Use Filters”. Scroll down and add under “Request

Headers|Set Request Header” the value “QVUSER” with “username”.

5 Fiddler - HTTP Debu [ o
Ele Edt Rules Took View Help

) Comment. 44 Ressus X Remove = Resume Al | Streaming HiE AutoDecods | Mrocess Siter 34 Find [l Save | @ Launch T & Claar Carhe S Encoder | [ Tearoff |[500 5o @iHelp & onine
[t | “'i’e" Exame [ << Statistics | £ Inspectors | £ AutoResponder | @ Request Buider
R k| Prate Haost | URL |
ol | Py o [¥ UseFiters Help  Mote: The filers phovided o this page are a simplistic subset of the Flkering you can create using FiddierScript (click Rules » Custorize Rules),
401 HTTP wekiserver4730  Jqhds.asmc
200 HTTP wakiserver 4730 fqrds.asmx Hosts
401 HITP wekdserveri4730  Jakds.asnic - Ho Host Fiker - -
200 HTTP wek3server4730  fqrds.asmix
401 HITP wekiserveri4730  Jqhds.asmc el
200 HTTP wekiserveri4730  Jgbds.asmc
401 HITP wekdserveri4730  Jakds.asnic
200 HTTP w2k3server47an  [qrds.asmx =l
401 HITP wekiserveri4730  Jqhds.asmc
200 HITP wakiserver 4730 [atds.asnix Cliert: Process
401 HITP 30 fakds.asnic
Show only traffic F 2
200 HTTP 30 [qtds.asmic I show anly taffic from |
401 HTTP 30 [ghds.asmic ™ show only Internet Explorer traffic ™ Hide Windows R3S platform traffic
200 HITP 30 fakds.asmc
01 HITP 30 Jabds.asnie Breakpoints
200 HTTP 30 fotes. s I Bresk request on HTTP POST
oL HTTe 30 ot s I Break request an HTTP GET with QueryString
200 HITP 30 fakds.asmc I ek ottt
a1 HTTP wakaserverd a0 [ords.asm resk response on Lanient-Type
200 HTTP wekBserveri4730  Jqbds.asmic Response Status Code
401 HTTP Jatds.asmi I Hide success (200,204, 206) I Hide Authertication demands (401)
20 HrTe fates. asnx T Hide redirects (300,301,302, 303,307) I Hide ot Modified (304)
401 HITP wakiserver 4730 atds. asnvx
200 HTTP w2k3server: 4730 [gtds.asmx Response Type and Size
200 HTTP localhost.  falikview/index,htm [Show all Content-Types - I Block seript Files
304 HITP locathost.  falikview/index,htm I Block mage fies
W4 HITR localhost,  [QuAsZfe/hte Qv I tgroresmalerthan [0 =] ke 1™ Block 5 Fles
, =«
304 HITP localhost.  fQvAiacEc/htc/Qva ™ 1gnare larger than 0 = ™ Block €55 files
304 HITP localhast.  [QuAjaxZfc/hte/Quag:
304 HITP locathost.  falikview/qvAccessPal Request Headers
304 HITP locathost.  falikview/hccessPint, I~ Flag requests with header
04 HITP locahost.  falikviewheadsr_foot
[ D, t head
304 HTTP localhast.  falikvi Point
200 HTTP localhast.  [QuAJAxZFejAccessPr ¥ Set request header QUUSER lusername
200 HITP locathost.  JQvAlALZFc]AccessPe
304 HITP localhost.  fglikview/dovin.png Hespanss Headers
304 HITP localhost.  falikview/Missing.ipg ™ Flag responses that set cookies
401 HTTP w2k3server4730  fqrds.asmix r Flag responses with header
200 HTTP wek3server4730  fqrds.asmix
401 HTTE fqhds.asmx I Delete response header
200 HTTP Jatds.asmx > I™ setresponse header
[~ Keep only the mast recent | 200 = sessions,
[ [ 1y197  nttmiiflocalhost. jalkvienindex. him

Go back to “Request Builder” and press the button “Execute”. Fiddler now should execute the HTTP-
request successfully. Select the line on the left side and click the button “Launch IE”. You now should
see the user “username” logged into the Accesspoint.
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s Fiddler - HTTP Debugging Proxy

Bl Edt Rues Took View Help

=) Comment +7 Ressue X Remove « b Resume Al | 4 stesming [ autobecnde @) mrocess sster 3 Fnd [l save | @ Launch & Gclear Cache S Encoder | Tearoff [[on e @ onine
(i “’l‘E"iE“'“"S i <= | () stotitics i nspectors | 4 autoresponder | @ Request Buder | [ Fiters | = Timelne |
Result_| Protocol Host | URL -
Texty bFor 2 Auth b
s HTTR wekdserver 4730 fotds asm Hoscas | Testien || webrorne| ke | =R
200 HTTP wekdserveri4730  fatds.asms: Request Headers e Definition
401 HTTP wkGserverid7a  fotds,asmx [GET /gliviewdindes.htm HTTR/1.1
200 HTTP wekdserveri4730  fotds.asmx - Client
401 HTTP wZkiserver 4730 fobds.asme - User-pgent: Fiddier
200 HTTP w2k3server:4730  fobds.asmx [=-Miscellaneous
401 HTTP wkGserverid7a0  fotds,asmx + QUUSER; username:
20 HTP wek3server 4730 jotds asmc BiTransport
4 HTTR Wekaserver 4730 fotds,asmy Host: localhost
00 HITP welkdserver 4730 jobds.asmx
401 HTTP wek3server 4730 fobds s
200 HTTR wekdserveri4730  fobds.asmx
sl HITe wASRarver T, jotds e Transformer | Headers || Toxtvien | ImageView | HexView | Webiew | Auth | Caching | Privacy | Raw | wb |
00 HTTR wekBserver 4730 jotds,asmx : 2
|<\DDEWPE il PUBLIC "//W3C//DTD HHTML 1.0 Transitional//EN" "hitp: /. w3.01g/T Fulshtml1 /D TD bt tiansiional ">
401 HTTP wkdserver 4730 fohds asmx il v =it ¢ ol - ofn'® virlme="hitn e i a1 333 bl i
200; e RGBSR 7 Glikview - AccessPoint - Windows Internet Explorer _lox
401 HTTR wekGserver 4730 Jotds, |y —— =
200 HTTP w2kGserver 4730 fotds, G o T |lh hitpe/flocalhast. falikview findex.htm
401 HTTP wek3server 4730 fobds, =
g wtlmarvartrn fopds B8 Bl ¥ew Favries Iwls be
401 HITR waiserven730 fotds. fp dff | @ qlkview - Accesspoint | |
00 HTTP wekBserver: 4730 fotds.
401 HTTR wikdserver:4730. fotds, e
200 HTTP wekdserver:4730  fgtds. ’Q QllkVIBW
401 HTTR wekBserver 4730 fotds. AccessPaint
2000 HTTP welkBserver4730  fotds.
200 HTTP localhost.  falikvie
o4 TP locahost, jclli |  Last updated: Dienstag, 15. September 2008 12:11:03 1 of 1 QUS's is running Logged in as: username
04 e beatost;: Joway Category: [Al Dowments (2) =] Sort by: [iame =] View: [Thumbnais =l My preferred clieft: [ 474X zera footprint
4 HITP locahost, Qv
4 HITP localhost, jva | Rows: [A1 |
W4 HTTR localhost,  falikvie
304 HTTP lacalhost,  feikvie = —— = =
304 HITP locathost. falkvie —
34 HTTR locahost, ok =
20 HITP localhost,  QvAl
200 1
00 HTTR lcalhost,  jcus Missing Image
304 HITP lacalhast, ke
34 HTTR localhost, ke e
401 HTTR wikBserver: 4730 fotds, : :
UURS G wakdserver4730 _fotds. 2009-09-08 14:26 / Unknown 2008-05-28 11:10 / Unknawn
@-_capmmg allprocesses || 1f145  h
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Configuration SSO-Example

As mentioned in the introduction this document has an example attached to mimic a single sign on
scenario. All files and source codes can be found in the SSOSample.zip.

The logon site will handle the logon. The actual site will not check the password, but allow whatever
username you type in there. In a real world scenario, password checks etc will have to be
implemented.

The logon site will add a cookie to the user called QvCookie, containing the username in clear text. In
a real world scenario this should be done using some kind of advanced ticket handling instead.

The user will be redirected to the Accesspoint. The ISAPI filter will now check for this cookie and if it
is found, it will transfer the value to the header, named QVUSER.

The Accesspoint will trust this header and request files from the QlikView server for this

user.

Logon site

1. Save the logon site files to disk. Go to the IIS manager. Add a virtual directory to your
logon site, pointing to the files’ location, for example C:\DSPSample\Logonsite\Precompiled.

Assume this logon site is at
http://localhost/login/ and the Accesspoint is at http://localhost/qglikview/index.htm

2. If your Accesspoint is running on a different URL, edit web.config for the logon site.
Change the “APLocation” key.

' @ (:\DSPSamplelLogonsite\Precompiled

Ele Edt View Favortes Iods  Help
Back - ) - (B[ O search [ rolders | 1 2 X 9| (@
Address [ CADSPsampl|LogonsitelPrecompled
Folders % | | Mame_= [ Size | Type

| [E} Desktap =] | Cabin Fils Folder
® () My Documents | B pefault.aspx 1KE ASPXFile
El i My Computer 2] Ingoff.aspx 1KE ASPXFile

4 3% Flaggy (a5) [ weeb. config 2KE  CONFIGFile
= % Local Disk (C1)
1 #DFS

153 customObiect

o

B\ Web.config - Notepad

¥ () d139a0cca0e4f1870be
1) DATA
I3 Documents and Settings
=) [ DSPsample
) isapiilter
=l ogonsite
|3 Precompiled
() LogonsiteTestPage
& 5 Inetpub
1) Program Files
1) best
& (3 venn
1£3) WINDOWS
12 wmpub
& pvD1 (D2}
[ Cantrol Panel
15 %3 My Network Places
2 Recydle Bin
2 ocx
(2 w9 dms config
[29) wisualstudio &

File Edit Format Yiew Help

<7xm] wersion="1.0"7>
<configurations

<appsettings>

</appsettings»
<Cconnectionstri ﬂgi/>

<system. web>
<

ects performance, set t

during development.

>
<compilation debug="true" /»

e
<authentication mode="windows" />
<

The <customErrors» section enables
of what to do if/when an unhandled
during the execution of a reguest.
it enables developers to configure

</CUSTOMEFrars:

>
</system.web>

|

<add key="aPLocation" walue="http://ocalhost/qlikview/index. htm" />

set compilation debug="true" to insert debugging
s¥mbu'\s into the compiled Eage. Bacause this
aff. s walue to trua only

The <authentication> section enables configuration
of the security authentication mode used by
ASP.NET to identify an incoming user.

configuration
error occurs
specifically,
htm1 error pages

to he displayed in place of a error stack trace.

<custamerrors mode="Remoteonly” defaultrRedirect="Genericerrorrage.htm">
<error statusCode="403" radirect="Noaccess.htm"
«error statusCode="404" redirect="FilenNotFound. htm" />
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Isapi-filter
For 32 bit versions select the file \isapifilter\x86\QvAuth.dll. For 64 bit versions
select the file \isapifilter\x64QvAuth.dll. Start the 1IS Manager.

=lolx]
gﬂa Ao View  Window  Help |;IEI£I

les [ aE XFRR @[22 n

3| Security _I | Name | Path | Status I
System 2 = - = ’

N 21

ﬁ [P)Er’fnr’m:lnca Lagsandlets Direckory Security I HTTP Headers | Custam Errors | ASP.NET I
evice Managsr - =
APL Filtets
g Storage wiebSite | Performance ISAPLF | Horfie Directory | Documents
[#-{&) Removable Storage
i Disk Defragmenter The: Following Filters are: active anly for this Weh sie and executed in the: atder
listed below, This list does nok show filters configured For all the Web sites on this
Disk Management S

= & Services and Applications
& 8 Telephony
Services [Status [ Fiter Name Pnuntx |
% Wl Control 3 At u -
BB ndexing Service Remove |
E!--?_.g Internet Information Services (I15) Man =
[+ Application Pools it |
Bl Web Sites =
EE" ] Defac et Sice. £ |
b drs Mdve un |
J lgin | Details
3 loginTestPage b b Quiuth Mave down |

¥ qlikview

-{-{—{—{-{—i o

3 ticket\WebserviceSecure Stanst ]
§ QYPLUGIN Executable:  C\DSPSamplelis.. . \Quauth.dl
4 Quilients Priority: * Linknowin *

<t QuAjaxZfc
_| aspnet_dlient
_| TicketWebserviceFatClient

[#-_J ticketiwebservice_Security 0K I Cancel el Help

) Weh Service Extensions

= 2, DS
=B wakaserver
g Event Viewer
~-£] DS Events
&3 Forward Lookup Zones ll

2. Select ,,Properties” for the default website. Go to the ISAPI Filters tab and add QvAuth.dIl. Name it
appropriately. Click ok.

3. This step applies only to IS version 6. Go to Web Service Extension. Right-click and select” Add
New Web Service Extension... “. Set the extension name to something appropriate. Click Add and
select the same .dll file. Set the extension status to “Allowed”.

E Computer Management

=) Fle  Acton  View ‘window Help

e BEXERR[RE[E]) 51

g Computer Management (Local) B Web Service Extensions

=iy System Tools

E @ Event Yigwer # | weh Servics Extension | Status

Application I Al Unknown CGI Extensions Prohibited

AllGa W All Unknown ISAPT Extenisions Prohibited

E Active Server Pages Allowed

e L B ASPUMET w2.0.50727 Allowed
Froperties Internet Data Connector Prohibited

Prahibit

2 Shared Folders _— Server S\de Includes Prohibited
Performance Logs and Alerts [»] webpay Prohibited
g Device Manager
= (& storage & Acd 2 new Vieb service extension...
+-- Removable Storage
-l Disk Defragmenter
i Disk Managerent
= &5 Services and Applications
D S Telephory
Services @ open Help
i WMI Control
BB Indexing Service
=4y Internat Information Services (115) Manager
_| Application Paals
¢ ) b Sites
i | weh Service Extensions
22, Dhs
B[ waKasErvER
[=-{l] Event Viewer
- §4] DNs Events
1.1 Forward Lookup Zones
#-3 Reverse Lookup Zones

I propibit all web service extensions

Extended A Standard /

17



Test Example

Go to http://localhost/login/. Enter username “username” and click “Logon”. The logon page now
redirects to the Accesspoint and puts the username in a cookie. ISAPI-filter puts in the HTTP-Header
field “QVUser”. The Accesspoint then shows only the applications the user “username” is authorized
to see.

/= untitled Page - Windows Internet Explorer i
m ~ |g hitp:/flocalhostfloging LI X \ ILwe Sasich
Fle Edt Yiew Favorites Tools Help

e & Untitled Page - - i - | bpage - sk 7

TUsername|usermnames
Password

Logon

[T [N tocat intranst

/2 Qlik¥iew - AccessPoint - Windows Internet Explorer

@T\?" ~ [I2] http:fflocalhost/aiikviewfindex htm =l

Fle Edit Wew Favortes Tools Help

W gg| -| (& clikview - ficcessPaint x | (& dlikview Enterprise Manage. .

@ QlikView

AccessPoint

Last updated: Dienstag, 15. September 2003 11:09:21 1 of 1 QVS'sis running Logged in as: username
Category: Al Documents (2) = Sort by: | Name 3| View: | Thumbnails 3| My preferred client: |1 Plugn =l

Rows: | Al =

dms
- —_——

Missing Image

—_ "Illll o £

2009-09-08 14:26 / Unknown 2009-05-28 11:10 f Unknown

o
[0 St i
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