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Introduction

In this paper we will discuss the architectural and installation requirements and options for
building a clustered and resilient QlikView Server deployment.
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Figure 1: A two server clustered, load-balanced QlikView Server Deployment using
AccessPoint (software load-balanced)
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Figure 2: A resilient, two server clustered, load-balanced QlikView Server Deployment
using AccessPoint and network load-balancing

QlikView Server load-balancing capabilities are included in the QlikView web portal —
AccessPoint. We will also discuss how to make this component resilient using network load-
balancing if needed.
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Why Cluster QlikView Servers?

Clustering QlikView Servers can allow us to achieve the following objectives:

Horizontal User Scalability

How QlikView scales on a single server is a well understood and documented, see the series of
four papers — ‘Performance and Scalability’, ‘Understanding QlikView Hardware’,
‘Administering QlikView Hardware Tests’, and ‘QlikView Hardware Sizing Worksheet’ for
further details. These papers will help you determine what a single server can handle for your data
and users.

We can consider adding additional QlikView Server if we need more resource than can be
provided by a single server, e.g. if we know that the server we have can support 1,000 concurrent
users, but we need to support 2,000 concurrent users, we should consider adding an additional
server. In this scenario we could either allocate the first 1,000 user to Server A and the second
1,000 to Server B or if we can cluster the servers so that to the end users there is just one ‘world’
(in reality it’s a single IP address or URL).

Resilience

As the user count on your deployment increases, so does the user’s reliance on QlikView,
clustering QlikView Servers allows us to build resilience into the deployment. In the case above
where we know that a single server can support 1,000 users, to build resilience into the
deployment we would consider deploying 3 servers. This allows us to ‘lose’ a server due to for
example, hardware failure and still supports our 2,000 users. Having all 3 servers as active nodes
will help reduce response times by not running all servers at 100% utilization and also limit the
number of users effected if we ‘lose’ a node.

Please note that although we are building a resilient QlikView deployment, QlikView does not
currently provide any session recovery options. In practice this means that if you ‘lose’ one of the
nodes in your QlikView cluster, users would lose the analysis they are currently performing and
have to reconnect to the cluster to resume work. This does not mean that the data within the
QlikView application is lost and needs reloaded, as the data is stored in the qvw file on the NAS.
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Definitions/Terminology

Cluster:

‘A computer cluster is a group of linked computers, working together closely so that in many
respects they form a single computer. The components of a cluster are commonly, but not always,
connected to each other through fast local area networks. Clusters are usually deployed to
improve performance and/or availability over that provided by a single computer, while typically
being much more cost-effective than single computers of comparable speed or availability.” '

High-availability (HA) clusters:

‘High-availability clusters (also known as failover clusters) are implemented primarily for the
purpose of improving the availability of services which the cluster provides. They operate by
having redundant nodes, which are then used to provide service when system components fail.
The most common size for an HA cluster is two nodes, which is the minimum requirement to
provide redundancy. HA cluster implementations attempt to manage the redundancy inherent in a
cluster to eliminate single points of failure.”?

Load-balancing clusters:

‘Load-balancing clusters operate by distributing a workload evenly over multiple back end nodes.
Typically the cluster will be configured with multiple redundant load-balancing front ends.’ 3

Node
A single QlikView server instance on a server.

Active Node
An Active Node is accepting and processing works.

Passive Node
A Passive Node is inactive, waiting to process work should an active node in the cluster fail.

Network Load Balancer

‘In computer networking, load balancing is a technique to spread work between two or more
computers, network links, CPUs, hard drives, or other resources, in order to get optimal resource
utilization, throughput, or response time. Using multiple components with load balancing, instead

! http://en.wikipedia.org/wiki/Computer cluster
% http://en.wikipedia.org/wiki/Computer cluster#High-availability .28HA.29 clusters
® http://en.wikipedia.org/wiki/Computer_cluster#Load-balancing_clusters
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of a single component, may increase reliability through redundancy. The balancing service is
usually provided by a dedicated program or hardware device (such as a multilayer switch).” *

Network Attached Storage

‘Network-attached storage (NAS) is file-level computer data storage connected to a computer
network providing data access to heterogeneous network clients.’

Storage Area Network

‘A storage area network (SAN) is an architecture to attach remote computer storage devices (such
as disk arrays, tape libraries and optical jukeboxes) to servers in such a way that, to the operating
system, the devices appear as locally attached.’ 6

* http://en.wikipedia.org/wiki/Load balancer
> http://en.wikipedia.org/wiki/Network-attached storage
6 http://en.wikipedia.org/wiki/Storage area network

Technical White Paper: Clustering QlikView Servers Page 6



QlikView

Requirements for a Clustered QlikView Deployment

There are four high-level requirements for building a clustered QlikView deployment:
1. Clustered QlikView Server license key
2. Shared storage area
3. AccessPoint load-balancing strategies

4. Optionally a network-load balancer for providing full resilience

Clustered QlikView Server License Keys

In a clustered environment the QlikView Server machines are installed with the same license key;
this key must be enabled for clustering. You can check this by examining the LEF for the
following entry:

NUMBER_OF_CLUSTER_NODES, 2 (number of nodes in your cluster)

Clustered QlikView server’s shares configuration and license information between themselves
(via the shared storage and via port 14747), so configuration and license management only needs
to be performed in once from the QlikView Enterprise Management Console (QEMC) for all
nodes.

The servers must be installed on the same network subnet and have a shared root document
directory, hence the requirement for a shared network storage. The configuration information is
stored in the .pgo files (Persistent Global Objects).

If your servers fail to start or reset after 10 minutes check for the LEF entry above, this is usually
an indication of multiple non-clustered servers with the same license key being used.

Shared Network Storage

This is required not only for the .pgo file mentioned above but also for storage of QlikView
applications that are required on the cluster. This also enables collaborative objects to be shared
across the nodes in the cluster (.shared files).

This is the ‘Shared Disk’ located on the left hand side of Figure 1 and 2 above. A clustered
QlikView deployments utilizes a Windows Server based machine

This is required not only for the .pgo file mentioned above but also for storage of QlikView
applications that are required on the cluster. This also enables collaborative objects to be shared
across the nodes in the cluster (.shared files).

This is the ‘Shared Disk’ located on the left hand side of Figure 1 and 2 above. A clustered
QlikView deployments utilises a Windows Server based machine

QlikView requires the storage of documents (qvw's), .pgo, .meta and .shared files to be hosted on
a Windows Based File Share. Hosting files on any other type of system is unsupported and can
create an unstable QVS cluster where CAL's disappear and QVS's stall. QlikView supports the
use of a SAN (NetApp, EMC, etc) with a QlikView Server provided it is mounted to a Windows
Server (2003, 2008) and then shared from that Windows server.
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AccessPoint load-balancing strategies

QlikView AccessPoint supports two load balancing strategies:

e Random - the default setting, a round-robin type strategy ideal for most users as the
session will be distributed across all nodes in the cluster.

¢ LoadedDocument — used when you want sessions for the same document to be routed
to the same server. This strategy is designed for deployments where you have more
documents that a single node in your cluster could handle. AccessPoint makes a
decision based on if the document is already loaded and the available RAM on the
server.

For QlikView 9 these are set in the config.xml file on the server where AccessPoint is installed,
usually under C:\Documents and Settings\All Users\Application Data\QlikTech\QvWebServer for
Windows 2003 Server or C:\ProgramData\QlikTech\QvWebServer on Windows 2008 Server.

The following section of the config.xml controls the load-balancing and is configured to Random
by default once you have created the cluster in the QlikView Enterprise Management Console
(QEMQO), see later in this document for details on configuring a cluster in the QEMC.

<AddCluster>

<Name>MyCluster</Name>

<LoadBalancing>Random</LoadBalancing>

<AddQvs>
<Machine>gvsl</Machine>
<Port>4747</Port>
<LinkMachineName>qgvsl</LinkMachineName>
<AlwaysTunnel>False</AlwaysTunnel>
<ProxyMode>True</ProxyMode>
<Weight>1</Weight>
<Username />
<Password>Encrypted=DxdCGMWfOwU=</Password>

</AddQvs>

<AddQvs>
<Machine>gvs2</Machine>
<Port>4747</Port>
<LinkMachineName>qvs2</LinkMachineName>
<AlwaysTunnel>False</AlwaysTunnel>
<ProxyMode>True</ProxyMode>
<Weight>1</Weight>
<Username />
<Password>Encrypted=DxdCGMWfOwU=</Password>

</AddQvs>

</AddCluster>
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QlikView load-balancing strategy can be set from the QEMC, under System, Setup, QlikView
Web Servers, select your webserver (either IIS or QVWS) on the AccessPoint tab:

/2 QliliView Management Console - Windows Internet Explorer =lolx|
g\’: - |@ http:/flocalhost:4780/QMC [SystemSetup.htm# j [*#1|| % | Bing B~
i Favorites | % ] Suggested Sites = @] Web Sice Gallry ~

€2 Qlicview Management Console 3 - B - ) #= - Page- Safety~ Took- @~

Status Documents System

Vs A

=) (#) Management Service Summary  General  Authentication  AccessPoint
(55 Qlikview Servers
@y Custe int settings

=) Directory Service Connectors

[+ @ DSC@qv1limages Server Connections
5[5 Qlikview Web Servers

4 Quws@qy1timages
(4 Mall Server Name Load Balancing Always Tunnel )

¥ Respect browsable fiag on mount

[My Cluster [m]

Network Load-Balancer (optional)

This component provides the resilience for AccessPoint, routing the sessions to an available
AccessPoint server.

There are several requirements on the load-balancer:

1. Supports ‘sticky sessions’ — this ensure a users session persists on the same node
within the cluster, usually by using a cookie to achieve this.

2. Availability — the load balancer checks the availability of the AccessPoint web server
and QlikView servers.

3. Some form of load balancing algorithm to determine which server is least loaded.

Sticky Sessions

The requirement is for the user’s session to be routed consistently to the same server. Methods of
doing this vary from device to device — please refer to your load-balancer vendor’s documentation
on what options are available.
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Availability Checking

A special web page is available on the AccessPoint that allows for automated checking of the
system status:

http://myAccessPoint/QvAjaxZfc/QvsStatus.aspx

This page returns an http status code of 200 if the AccessPoint and at least one QVS in the cluster
is responding, any other status code returned by this page should be considered an error. Common
errors from this page:

404 — The AccessPoint is unable to respond, check the Web Server.
503 — No QVS’s responded to the AccessPoint and therefore it cannot service user requests.

If you view the above page in a web browser you will see the status of your QVS cluster:

,é Clikiiew Server Stakus - 2 of 2 servers up,

| Name |Hust|5ratus|Reasun

|:‘\-'I}=C1u5ter|q".'51 |L_P' |
|3\-'[}=C1u5ter|q'~'53 |L_P' |

Load-Balancing Strategies

Here we need to consider how the load-balancing router will allocate sessions to the nodes within
the cluster, several different strategies are possible:

Round-Robin

The Load Balancer sends each session to the next available server; this is a fairly rudimentary
load-balancing algorithm.

Session Counts

This uses the load-balancer to keep a running count of the number of session on each AccessPoint
and ensuring that they are equal number of sessions on each node.
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Building and Installing a QlikView Cluster

Using the QlikView Enterprise Management Console (QEMC) follow the steps below to
configure and activate your QVS cluster.

1. Install and license the 1st QVS in the cluster, this will be your “master” QVS.

7= Qlikiiew Management Console - Windows Internct Explorer _io x|

= 0 /OMC /S ystemSetun him = i (2]
GS [@ htin:localhost: 4750 /QMC SystemsSetup b =33 o (2]
s Favorites | 53 ] suggest=d Sites ~ ] Web Slice Gallery ~

(@ QiikView Menagement Console & - - [ @%h - Page - Safety - Tools - @~

B —
s

) () Management Service General  Folders  Documents  Performance  Logging  Security  Alerts  Login
= [ Qlikview Servers
&4 Qvs@qv1timage2 Cluster
@3 Qus@qv1limages
[ Directory Service Connectors
[E Qlikview Web Servers
4 Mail Server

Mame: [Qus@qvitimage2
Serial number: 9525955920 rEmGRE

Control

urt Link Machine Hame

[avpiliavitmag=2/ [

I [0 T Tl [ [€iiocalintranet |Protected Mode: OFF v - | # 100% -

Figure 3: QVS@qvllimage2 configured as a “master” QVS

/2 Qlilk\ficw Management Console - Wandons Tntermnet Explarer _ o] x|
6.::: < [@ htwp:/locaihost:a780/aMC Licenses.him= = [*2 ][ | [ =ns =

¢ Favorites | 5% @] SucgestedSites v @] Web Siice Gallery ~

@ Qlikview Management Console [ - (] mmy v Page v Safety - Tools + @~

— —
et Aot

Type Hame QlikView Server License | Client Access Licanses (CALs)
QlikView Publisher QMs@qv 1limage 1
QlikView Server QvVS@qv1limage2
QlikView Server QvS@qv1limages

Serial and Control

Serial number: 2995929920 1nnnnr]
Control:

Paste the contents of the LEF file here (optional):

ISPECIAL_EDITION;EMBED_LICENSE;; =]
|SPECIAL_EDITION;SITE;;
54,vES 3
TAG4;YES;;
INUMEER_OF_CLUSTER_NODES;8;;
ER_OF _CPUS;64;; J
=l

\WORKBENCH; YES;;

Owner Information

Mame: [QliView 11 Beta
Organization: [QiikTech

Clear icense | [ Update License From Server | Apply License |

- [ [ [ [ [ [ [ Fcnetiro=eiveeor ___ [Fa-[Riww% - ;

Figure 4: Installation of a “Cluster” license.
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2. Configure the document directory to point to a directory that all QVS in the cluster can

access on the NAS.

& Local Disk (C:) =1o1x]
Wv E, ~ Computer ~ Local Disk (C2) + |23 | search Local Disk (C2) @1
Organize ~  Sharewith »  MNew folder =~ e

St Faverites Name * | Date modified | Type | Size | |
B Desktop | inetpub 7/13/2011 12:37PM  File folder
4 Dosrloads | Perflogs 7/13/2009 11:20PM  Filc folder
2l Recent Places | Program Files 11/30/2011 7:50 AM  File folder
5 Lbraries | Program Files (x36) 10/7/2011 2:01PM File folder
[ Documents ProgramData 11/30/2011 7:50 M File folder
Aﬁ Music A QuikviewClusterRoot 11/30/2011 10:12 AM  File folder
[E5] Pictures || Users 7/13/2011 11: 19 AM  File folder
I videos | Windows 10/7/2011 3:37PM  File folder
18 Computer
£, Local Disk (C:)
|, inetpub
| PerfLogs
| Program Files
|| Program Fies (x86)
|, ProgramData
A QukviewClusterRoo
| Users
| Windows
Figure 5: Windows Explorer showing QlikViewClusterRoot as a shared folder.
/= QlikView Management Console - Windows Internet Explorer [T
G\—\:: - IQ hittp: //localhost: 47580/QMC/SystemSetup, htm# LI |EHE‘ | ] Bing |EE‘

¢ Favorites ‘ 93 @] suggestedSites ~ @ Web Siice Gallery ~

@ Qlikview Management Console

Status System

s

E (i) Management Service
E & Qlikview Servers

General

Folders  Documents

Performance

Logging

%3 - B - ) m= - Page - Safety~ Tools- @~

Security  Alerts  Login

@4 My Cluster
& [ Directory Service Connectors
[ @ DSC@qv1lmages
51 [ Qik¥iew Web Servers
&) Quws@qvilimages
[ Mail Server

Document Folders
Root Folder

[N\QviaMacE\QLikviewclusterRoot

Mounted Folders

Hame Browsable

System Folders

Alternate Extensions Path

Alternate Temporary Files Folder Path

Figure 6: \QV11IMAGE1\QlikViewClusterRoot configured as a folder in QlikView.

Technical White Paper: Clustering QlikView Servers

Page 12



QlikView

Install the next QVS in the cluster.

Ensure all QlikView services are running as local administrators and also have
membership of the ‘QlikView Administrators’ local group.

In QVS settings on the cluster tab add the control number to your license and the
address to the 2nd QVS in the cluster.

For usability reason you can now rename the cluster on the General tab for the QVS.
Repeat step 3-5 for the other QVS nodes in the cluster

/2 Qlikview Management Console - Windows Internet Explorer

B =Bl x|
6\::: = [@ nte:/locainost:4780/QMC jSystemsetup. htm 21

¢ Favorites | 55 @] Suggested Sites = &) Web Sica Gallery ~

‘@ Qlikview Management Cansole - v (] fmh - Page -~ Safety - Tools v W@~
System

T mn

Il (4) Management Service General
& [ QikView Servers
©JMy Cluster
) [ Directory Service Connectors Name: Py Clomr
8305C@avLimages Serial number: 9999999920 1 ERSE-
= [ Qlikview Web Servers
Control:
& quws@qviimageq
(4 Mail Server

Folders Documents Performance  Logging Security  Alerts  Login

Cluster

url Link Machine Hame

[aves avizmag=2] [

[ave: lavimag=s] [

\
Figure 7: A two node QVS Cluster configured in the QEMC

[ [ [ [ [ [ & Localintranct | Protected Mode: OFf

[a - [®|wow -

8. In the Access Point setting, make sure that your cluster is selected in Server
Connections
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/2 QlikView Management Console - Windows Internet Explorer

o [] o3
GO - 5 - e ol o
¢ Favorites ‘{5 £ Suggested Sites ~ @ | Web Slice Gallery ~
‘@ Qlikiew Management Cansole - - [ = v Page- Safety~ Took - @~

System
-

5 () Management Service Summary ~General Authentication  AccessPoint Ajax Web  Login
= [ Qlikview Servers

o ——

=[5 Directory Service Connectors
# @3 DSC@qv1limages Server Connections
[ Qlikview Web Servers
€4 Qws@qv1timages
[ Mail Server Name Load Balancing Atways Tunnel )
[My Cluster 3 ] -

I¥ Respect browsable fiag on mount

Loaded document
Random

Figure 8: AccessPoint configured to use ‘My Cluster’ cluster of QVS’s

9. The cluster is now configured and ready to use.
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Summary

Hopefully by now you will have an understanding of the infrastructure requirements for clustering
QlikView servers and can start planning your deployment.

As arecap these are the things to consider:

*  Why am I clustering — resilience or additional QlikView Server resources or both?
e How many QlikView Servers will I cluster?
e Dol have a ‘cluster enabled’ QlikView Server Key?
o Does it have the relevant number of servers set?
e  Shared Storage infrastructure in place?
¢  Which AccessPoint load-balancing strategy do I want to use?
e  What hardware load-balancing strategy do I want to use?

If you have further questions or require assistance in building your QlikView Server cluster please
contact your local QlikTech office for assistance from our Professional Services Team.
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